PROJECT BY GROUP 2
POLITECNICO
MILANO 1863

HOW DANGEROUS CAN
DATA BREACHES BE?
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What is a data breach? It's the intentional or unintentional release of secure or private information 5 I 2 3 X : .
The data is arranged on a semi-logarithmic scale, a nonlinear scale that is used to show a large value range

4-133-000-000
HACKED USERS’ DATA

Hacked data is used for various
fraudolent purposes: here they
are shown, ordered from the less
impactful to the one with the most
severe consequences for people.

to an untrusted environment. In the chart are shown 176 data breaches occured in the last five years.
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in the dataset, in order to avoid skewness towards larger values. Each interval increases to the log_10.

104 10° 10¢ 10’

Type of data lost 100mln

in each breach

HOW TO READ IT

50mln 500mln
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We usually know the exact number of records
lost in a data breach; sometimes however
sources are not clear on the value, or different
amounts are reported from source to source.

ZOOM, 2020

Data was stolen through credential
stuffing attacks and was sold on the
dark web, some for less than a US cent
apiece, others for free.

RIVER CITY MEDIA, 2017

A dodgy backup has allegedly resulted in over a billion
leaked email addresses, plus other personal info in some
cases, and has exposed RCM's business plans & operations.
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Personal data is used
to obtain financial
reimbursements.

Be careful, you're

HACKED compromised.

Direct cyber Qa

attack NMBS, 2018
INSIDE JOB TRANSPORT

Negligent or
malicious employees

CELLEBRITE, 2017

CLINTON CAMPAIGN, 2016 DB8151DD, 2020 ANTHEM, 2015 CANVA, 2019 YAHOO, 2016

DESJARDINS GROUP, 2019

TELECOMS
FACEBOOK, 2018

Cambridge Analytica harvested millions of Facebook
profiles of US voters and built a powerful software
to predict and influence choices at the ballot box.
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Unintentional mistake
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Problems with GOVERNMENT ACCOUNTS.
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Check your credit

card, it's serious.

NINTENDO, 2020 GRINDR, 2018 EASYJET, 2020 MARRIOTT INTERNATIONAL, 2018

SOCIAL MEDIA PHONE SCAM

Numbers are used to
steal money, pretending
to be phone companies.
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IMPACT ON USERS

Many data breaches turn out to be innocuous for

NEWEGG, 2018

WORLD CHECK, 2016
2014 version of World-Check, a database of suspected terrorists and

the people involved; but there are several examples
of events which had a strong resonance on the media
or which led to negative scenarios for the users, the
institutions or even the governments involved.

Here's how they are represented on the graph:

Event with strong impact and severe
consequences on the users affected.
Relevant event because

of its popularity on the media.

SEVERITY OF THE EVENT
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The severity of a data breach event is determined

by two factors: the amount of data lost (if billions of
accounts are attacked, there can be consequences for
the institution involved) and its level of sensitivity (the
more the data is sensitive, the more it can be used for
illegal or dangerous actions).

ABOUT THE VISUALISATION

The visualisation shows the world’s
most relevant data breaches occurred
between 2015, year of the Ashley
Madison scandal, the first major event
with a great impact on the victims,
and 2020. The user-centered approach
aims to make observers aware of what

and how many data concerning users is

stolen or lost; in which sectors and

MEDICAL AND
PERSONAL LEGAL
RECORDS.

criminals, leaked online. It's unclear what data the records include.

BRAZZERS, 2016

Watch out,

it's pretty bad.

UCLA HEALTH, 2015

ASHLEYMADISON.COM, 2015

A team of hackers released customer data of this US

ex-marital affairs. It let to data dumps, blackmail and

identity theft, a class-action lawsuit and two suicides.

AUSTRALIAN IMMIGRATION DEPARTMENT, 2015

An employee of the agency inadvertently sent the passport
numbers, visa details and other personal identifiers of all world
leaders attending the G20 Brisbane summit to the organisers
of the Asian Cup football tournament.

FULL IDENTITY
DETAILS AND
CLASSIFIED DATA.
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QUEST DIAGNOSTICS, 2019

EQUIFAX, 2017

AADHAAR, 2018
India's biometric database was breached via a leak: all
registered Indian citizens were affected and their data

was later found for sale on WhatsApp for less than £6.

FLING, 2016

FIRST AMERICAN FINANCIAL
CORPORATION, 2019

Attackers targeted the forms submitted by intelligence and military
personnel for security clearances. The documents includes personal
info - from eye colour, to financial history, to past substance abuse,

SECURUS TECHNOLOGIES, 2015
Anonymous hacker leaked records of phone calls and
links to recordings. Recording/storing attorney-client

as well as contact details for the individual's friends and relatives.

HACKING TEAM, 2015

Looks like
you're screwed.

through which methods they usually
happen; and why hackers want to get
information to feed the Dark Web
market. With all this documentation,
the beeswarm is designed to highlight
data’s sensitive nature and, in case of
hacked information, its attractiveness
for data thieves. Today all the precious
personal data released on the Web is
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MOUNT OLYMPUS, 2018
SWEDISH TRANSPORT AGENCY, 2017

turned into huge sources of income:
the so-called “data economy”. The aim
of this visualisation is to make people
reflect on the importance of protecting
their data, since its loss could have
negative economical and emotional
impact. Protect your data, even just
with the right password.

VTECH, 2015

MOSSACK FONSECA, 2016

SUPREMA, 2019

calls potentially violates constitutional protections.
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ACCOUNT
TAKEOVER

Financial data is used
for fake purchases and
fraudolent actions.

IDENTITY THEFT

Personal info is used to
create new fake identities.

MEDICAL FRAUD

Medical records are used
to obtain prescriptions.

NATIONAL THREAT

Classified docs are used
to endanger public safety.
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