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HOW THE DARK WEB WORKS TOR PROTOCOL USAGE OF COUNTRIES WITH A MINIMUM AVERAGE OF 0,2 %o USERS (2016-2019)
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ABOUT THE VISUALISATION

Since Tor browser was released

in 2002, the Dark Web constantly expe-
rienced a user growth all over the
world. One of the reasons is its archite-
cture that allows anonymity within

the internet. The Dark Web is a closed
network in itself which requires

a special internet protocol. Through Tor,
people can access the network and its

and reinforced.

corresponding websites while they
bypass their internet service provider.
The Dark Web is of great interest for
criminals, but also for people who live
under a suppressive government.

The visualisation illustrates the usage
of the Tor protocol by country within
four years. The selected countries have
a minimum of 0.01%o users and are

have issues.

ordered according to their democracy
index, from the lowest to the highest.
The vertical axis shows the time,
representing each day with a color
based on the usage of the country.
Three different colors indicate special
events, which are politically motivated
and could be related to a change

on Tor’s usage.
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HYBRID REGIMES
Election frauds, pressure
on political opposition
and widespread corruption.

AUTHORITARIAN REGIMES

Restriction and control of civil
liberties through censorship
and suppression.
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